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Abstract: As widely applied identity recognition devices, fingerprint attendance machines store fingerprint data and
attendance records, which possess significant evidentiary value in forensic science. However, the forensic extraction
and analysis of this data were challenged by three primary issues: the limitations of conventional extraction methods,
the difficulty in identifying fingerprint template data, and the lack of targeted correlation analysis methods. To address

the aforementioned issues, a data forensic and analysis method specifically for fingerprint attendance machines was
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proposed. Firstly, based on the storage characteristics of the attendance machines, a direct-connect extraction method

was developed, by which low-level data could be read directly from the storage chip. Secondly, corresponding identifi-

cation methods were proposed for the three common types of fingerprint templates found in these machines. Finally,

for the different types of data within the machines, a correlation analysis method for heterogeneous data was put for-

ward. Experimental results demonstrated that interface limitations could be overcome by this method, and data extrac-

tion was achieved under complex conditions. For fingerprint template data, cross-device identification was realized.

Building on this, the behavioral patterns of individuals involved could be discovered through correlation analysis.

Consequently, new approaches and methodologies were provided for forensic science work.
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